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Figure 1: Given only a trained splat and user-selected reference views, our method localizes the Gaussians corresponding to
sensitive content and directly anonymizes the splat without requiring the original training images. The resulting privacy-
preserving splat consistently hides faces across arbitrary novel viewpoints while preserving the fidelity of the remaining scene.

ABSTRACT
3D Gaussian Splatting (3DGS) has rapidly become the preferred
representation for high-fidelity novel view synthesis and 3D scene
reconstruction. However, the learned representation encodes sensi-
tive visual information including human faces, license plates, docu-
ments, and computer screens, raising significant privacy concerns
when trained splats are shared or deployed. In this work, we address
the underexplored problem of privacy preservation in Gaussian
Splatting by proposing a representation-level anonymization frame-
work that directly anonymizes a trained splat. Given a trained splat
and a user-provided reference view identifying sensitive content,
our method localizes the corresponding regions in the underlying
3D representation and directly anonymizes them, ensuring that
the sensitive information is absent from all subsequently rendered
novel views while preserving the overall scene geometry and visual
fidelity. We achieve this post-training anonymization in less than 1
second. Furthermore, we extend our framework with a privacy-by-
design training strategy that prevents sensitive content from being
embedded into the representation during optimization, enabling
the generation of privacy-preserving splats directly from training
images. Our method achieves a remarkably low Face Similarity
Measure (FSM) of 9.79% at a retained Face Detection Rate (FDR)
of 39.47% and makes sensitive text completely unreadable with an
OCR Character Error Rate of 1.00. Our work aims to serve as the
primary stepping stone towards privacy-aware 3D representations
and motivates further research along these directions.
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1 INTRODUCTION
The widespread adoption of 3D Gaussian Splatting (3DGS) [15]
has enabled creating and sharing highly realistic 3D scene repre-
sentations across applications such as robotics, autonomous nav-
igation, digital twins, cultural heritage preservation, and virtual
reality [14, 32, 39]. While these representations excel at preserving
visual fidelity, they also make it possible to recover information that
users may expect to remain private, creating new challenges for
the safe sharing and deployment of learned scene representations.
Since this information is embedded within the learned 3D repre-
sentation it remains accessible from arbitrary novel viewpoints,
introducing significant privacy risks and raising challenges for
compliance with regulations such as the General Data Protection
Regulation (GDPR) [7] and the Digital Personal Data Protection
(DPDP) Act [23].

https://privacypreserving3dgs.github.io
https://doi.org/10.1145/nnnnnnn.nnnnnnn
https://doi.org/10.1145/nnnnnnn.nnnnnnn
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An increasing number of splats are being publicly shared and
deployed across real-world applications. A challenge arises when
an individual notices their identity captured in a scene without con-
sent and requests its removal to comply with privacy regulations.
Retraining from scratch is computationally infeasible. Additionally,
in many scenarios, the original training images used for recon-
struction are unavailable, inaccessible, or prohibitively expensive
to reacquire. Consequently, there is a pressing need for techniques
that can anonymize existing splats without requiring access to the
original training data.

A straightforward solution is to anonymize rendered images after
novel-view synthesis. However, such image-space anonymization
is inherently view-dependent and leaves the underlying 3D rep-
resentation unchanged, allowing sensitive information to remain
visible when the scene is rendered from different viewpoints. This
limitation motivates a representation-level approach that directly
anonymizes the learned splat, ensuring that sensitive information
is removed across all novel views. We present PrinGS, a framework
for post-training privacy preservation in Gaussian Splatting. Given
a trained splat and user-selected reference views containing sensi-
tive content, our method localizes the corresponding Gaussians in
the underlying 3D representation and directly anonymizes them.
By operating on the representation itself rather than rendered im-
ages, sensitive information is removed from the splat, preventing its
recovery from arbitrary novel viewpoints while preserving scene
geometry and fidelity as shown in Figure 1.

While post-training anonymization is essential for existing splats,
the rapid adoption of 3DGS is expected to result in an ever-growing
number of new 3D scene representations. This presents an opportu-
nity to incorporate privacy preservation directly into the reconstruc-
tion pipeline rather than addressing it retrospectively. Motivated
by this, we further introduce a privacy-by-design framework that
integrates our representation-level anonymization mechanism into
the optimization process, preventing sensitive information from
being encoded into the splat during training.

Existing 3DGS benchmarks predominantly lack privacy-sensitive
content like faces, creating a critical gap that hinders the evaluation
of privacy aware 3D scene reconstructions. To address this, we
construct, PrinGS-Humans, a dataset of synthetic indoor scenes
containing 9 human subjects across varying demographics like skin
tones and genders, establishing the first benchmark for systematic
evaluation of privacy preservation of faces in Gaussian Splatting.

Furthermore, conventional rendering metrics primarily assess
visual fidelity and do not capture privacy preservation.We therefore
quantitatively evaluate our privacy-by-design approach using novel
task-specific metrics based on Face Similarity Measure (FSM) and
Face Detection Rate (FDR) for faces and OCR Character Error Rate
to quantify the removal of textual sensitive information. In terms of
facial privacy, ourmethod achieves a Face SimilarityMetric (FSM) of
only 9.79%, representing a substantial reduction (74.08%) compared
to standard 3DGS (83.87%). Furthermore, for textual content, our
approach attains a Character Error Rate (CER) of 1.00, indicating
complete unreadability of private text, significantly outperforming
baseline 3DGS, which yields a CER of 0.208.

Our main contributions are summarized as follows:
• PrinGS. We present the first framework for post-training pri-
vacy preservation inGaussian Splatting that directly anonymizes
the learned representation without requiring the original
training images, preventing sensitive information from being
recovered from novel viewpoints in just 1 second.
• Privacy-by-Design. We introduce a privacy-by-design ex-
tension that incorporates anonymization into the Gaussian
Splatting optimization process, preventing sensitive infor-
mation from being encoded during training.
• PrinGS-Humans. To address the lack of static scenes with
humans due to privacy reasons, we construct a benchmark of
synthetic indoor scenes containing 9 human subjects across
varying demographics, enabling systematic evaluation of
privacy-preserving Gaussian Splatting methods.
• Privacy Metrics. We introduce novel evaluation protocols
tailored to the 3D Gaussian Splatting domain, specifically
utilizing the Face Similarity Measure (FSM), Face Detection
Rate (FDR) and OCR Character Error Rate (CER) to rigor-
ously quantify privacy preservation, demonstrating a 74.08%
reduction in FSM and a perfect CER of 1.00.

2 RELATEDWORK
2.1 3D Gaussian Splatting
Recent advancements in novel view synthesis have shifted from
continuous volumetric fields (NeRF) [22] to explicit and efficient
representations. 3D Gaussian Splatting (3DGS) [15] models scenes
as collections of anisotropic 3D Gaussians parameterized by spa-
tial positions, covariance matrices, opacity, and spherical harmonic
coefficients. This formulation bypasses costly volumetric ray march-
ing, enabling real-time rendering and interactive scene exploration.

Building upon the foundational 3DGS framework, subsequent
research has branched into multiple directions to enhance ren-
dering quality and efficiency. Notable quality improvements in-
clude anti-aliased formulations such as Mip-Splatting [36] and spe-
cialized regularizations like AbsGS [35] that handle unbounded
scenes and reduce artifacts. Another direction modifies the densi-
fication strategy such as 3DGS-MCMC [16]. To bridge the gap to-
ward resource-constrained settings, methods like Taming 3DGS [21]
introduce controlled densification to curb primitive redundancy.
Building upon these efficiency measures, compact variants like
Mini-Splatting [8, 9] introduce memory-efficient pruning and com-
pression mechanisms. Despite these rapid developments in perfor-
mance and visual fidelity, existing literature predominantly focuses
on optimization efficiency and rendering quality while largely over-
looking the security and privacy implications of capturing real-
world environments.

A parallel line of work adds semantics to 3DGS by learning
auxiliary per-Gaussian attributes during training, such as the SAM-
distilled affinity features of SAGA [3], the identity encodings of
Gaussian Grouping [34], and the feature fields or semantic tracing
of Feature-3DGS [38] and GaussianEditor [4]. Since these attributes
must be learned during optimization, such methods cannot be ap-
plied to an already-trained splat that does not carry them. PrinGS
instead localizes sensitive Gaussians directly from the rasterizer’s
transmittance-weighted contributions, and anonymizes them.
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2.2 Privacy Preservation in 2D Visual Data
The rapid growth of visual data as images and videos on the in-
ternet has made privacy preservation an increasingly important
research problem. To mitigate the exposure of personally identi-
fiable information (PII), regulatory frameworks have accelerated
research into automated anonymization; however, existing efforts
remain predominantly confined to the 2D domain.

For images, anonymization is achieved as a two-step process: de-
tection or segmentation followed by blurring. For detection and seg-
mentation, frameworks such as YOLO [13, 33], Faster R-CNN [25],
Mask R-CNN [12], and SAM [17] are utilized to accurately localize
sensitive regions. Following detection, privacy is enforced by apply-
ing conventional filtering and obfuscation mechanisms such as lo-
calized spatial blurring, pixelation, masking, or identity scrambling
to protect sensitive regions [28]. In videos, privacy preservation
builds upon these image-based techniques by incorporating tempo-
ral consistency through multi-object tracking algorithms [5, 31] to
prevent identity leakage across successive frames.

2.3 Privacy Preservation in 3D Scenes
While privacy preservation has been extensively studied in 2D
images and videos, extending these mechanisms to 3D scene repre-
sentations remains a largely underexplored non-trivial task. In 3D
environments, privacy preservation requires ensuring that sensi-
tive content is completely anonymized across all arbitrary novel
viewpoints rather than just a fixed set of frames.

Completely removing sensitive objects from a 3D scene is of-
ten impractical, as it degrades the semantic richness required by
downstream applications. For example, autonomous driving sys-
tems require pedestrians to learn safe navigation, but their facial
identities are unnecessary. Similarly, many robotics and digital
twin applications benefit from preserving human presence while
suppressing personally identifiable information. This motivates
representation-level anonymization that retains scene semantics
while removing identity-bearing visual attributes.

A naive baseline is to apply image-space anonymization directly
to the training images prior to 3D reconstruction. However, this
approach introduces fundamental limitations. First, masking or
blurring training images degrades local feature quality, severely hin-
dering feature matching and camera pose estimation in Structure-
from-Motion (SfM) pipelines like COLMAP [29, 30], which serve
as a critical prerequisite for 3DGS. Second, per-view image-space
modifications often yield inconsistent appearances across view-
points, destabilizing the optimization landscape for 3DGS (refer
supplement for detailed analysis).

To address these limitations, our work addresses privacy di-
rectly at the representation level. We are the first to formalize a
privacy-preserving framework explicitly designed for 3DGS en-
abling view-consistent anonymization across arbitrary viewpoints
while preserving scene geometry and rendering quality.

3 METHODOLOGY
This section details our framework for privacy-preserving 3DGauss-
ian Splatting. We first introduce our approach for accurately seg-
menting sensitive Gaussians in 3D space (Section 3.1). Next, we
define the localized anonymization operators for blurring sensitive

Algorithm 1 3D Segmentation of Sensitive Gaussians
Input: Set of viewsV , corresponding binary masksM = {𝑀𝑣}𝑣∈V ,
3D Gaussians G = {𝑔1, . . . , 𝑔𝑁 }, transmittance threshold 𝜏𝑇 , global
visibility threshold 𝜏𝑣
Output: Sensitive Gaussian subset S
1: Initialize global visibility counters 𝐶𝑖 ← 0 for all 𝑔𝑖 ∈ G
2: for each view 𝑣 ∈ V do
3: A Single-view identification
4: Initialize 𝑐true,𝑖 ← 0 and 𝑐false,𝑖 ← 0 for all 𝑔𝑖 ∈ G
5: for each pixel 𝑝 in view 𝑣 do
6: for each overlapping Gaussian 𝑔𝑖 at pixel 𝑝 do
7: 𝑇𝑖 ← EvaluateTransmittance()
8: if 𝑇𝑖 > 𝜏𝑇 then
9: if 𝑀𝑣 (𝑝) == 1 then
10: 𝑐true,𝑖 ← 𝑐true,𝑖 + 1
11: else
12: 𝑐false,𝑖 ← 𝑐false,𝑖 + 1
13: end if
14: end if
15: end for
16: end for
17: S𝑣 ← {𝑔𝑖 ∈ G | 𝑐true,𝑖 > 𝑐false,𝑖 }
18: S′𝑣 ← IsolationForest(S𝑣) on 𝜇𝑖
19: B Multi-view aggregation
20: for each 𝑔𝑖 ∈ S′𝑣 do
21: 𝐶𝑖 ← 𝐶𝑖 + 1
22: end for
23: end for
24: return S ← {𝑔𝑖 ∈ G | 𝐶𝑖 ≥ 𝜏𝑣}

content (Section 3.2). Finally, we describe how these techniques are
applied in two distinct scenarios: modifying an existing Gaussian
Splat post-training (Section 3.3), and an end-to-end privacy-by-
design pipeline that prevents sensitive features from being learned
during optimization (Section 3.4). An overview of the proposed
framework is illustrated in Figures 2 and 3. Figure 2 presents the
segmentation of sensitive Gaussians in 3D along with the local-
ized anonymization operators applied to them. Figure 3 provides
an overview of our two techniques: post-training anonymization
of an existing splat and privacy-by-design training that prevents
sensitive content from being encoded during optimization.

3.1 3D Segmentation of Sensitive Gaussians
To remove sensitive information from a 3D scene, we must first
accurately segment in 3D the specific Gaussians responsible for
rendering those regions. While heuristic COLMAP based 2D-to-3D
projection methods [24] exist for 3D text segmentation, they often
struggle with complex volumetric occlusions and background arti-
facts. To overcome these limitations, we integrate the segmentation
directly into the differentiable rasterization pipeline, constructing
a precise representation-level mapping by tracking splat contribu-
tions during alpha compositing stage of the rasterizer.

Our downstream tasks demand either single-view segmentation
for post-training anonymization, or a robust accumulation through-
out the entire scene to handle multiple views for privacy-by-design.
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Figure 2: Overview of core components for our privacy preservation pipeline. A Single-view segmentation identifies sensitive
Gaussians via rasterization against 2D masks combined with Isolation Forest outlier rejection. B Multi-view aggregation uses
a visibility counter threshold to isolate the final set of sensitive Gaussians. Once identified, localized volumetric blur is applied
using 𝑘-NN neighborhood. C Face anonymization modifies the spherical harmonic coefficients with scale-dependent weights.
D Text anonymization, on the other hand, modifies both SH coefficients and spatial means with uniform weight. The final
output is a splat with sensitive information anonymized.

To support these two scenarios, our segmentation process offers two
corresponding methods: single-view identification A and multi-
view aggregation B , respectively. The overall logic is shown in
Algorithm 1.

A For a given view 𝑣 , let 𝑀𝑣 ∈ {0, 1}𝐻×𝑊 be the binary mask
indicating the sensitive 2D region. During the tile-based forward
pass, for each pixel 𝑝 and each overlapping Gaussian𝑔𝑖 , we evaluate
its accumulated transmittance 𝑇𝑖 . If 𝑇𝑖 > 𝜏𝑇 , we atomically update
one of two contribution counters for 𝑔𝑖 : 𝑐true if 𝑝 ∈ 𝑀𝑣 (i.e.,𝑀𝑣 (𝑝) =
1), and 𝑐false if 𝑝 ∉ 𝑀𝑣 . A Gaussian 𝑔𝑖 is classified as sensitive
for view 𝑣 if 𝑐true > 𝑐false. Additionally, as rendering is projective,
the background geometries may coincidentally project into 𝑀𝑣 .
To robustly filter these spurious floaters, we apply an Isolation
Forest algorithm [20] to the 3D spatial coordinates 𝜇𝑖 of all flagged
Gaussians in the current frame, discarding spatial outliers.

B To aggregate these filtered identifications across multiple
views, we maintain a global visibility counter 𝐶𝑖 for each Gaussian
𝑔𝑖 , incrementing it whenever the Gaussian is marked sensitive in a
view. The final sensitive subset S is defined as S = {𝑔𝑖 ∈ G | 𝐶𝑖 ≥
𝜏𝑣}, where 𝜏𝑣 is a global visibility threshold.

3.2 Gaussian Anonymization Formulation
Let the 3DGaussian representation be denoted asG = {𝑔1, 𝑔2, . . . , 𝑔𝑁 },
where each Gaussian 𝑔𝑖 is defined by its explicit parameters, includ-
ing its spatial mean 𝜇𝑖 ∈ R3, spherical harmonics (SH) coefficients
𝑐𝑖 , and scaling vector 𝑠𝑖 . Once the segmentation process identifies

the sensitive subsetS ⊂ G, we anonymize these targeted Gaussians
by applying a localized volumetric blur to their parameters.

For each sensitive Gaussian 𝑔𝑖 ∈ S, we find its 𝑘-nearest spatial
neighbors N𝑘 (𝑖). We then iteratively update a target parameter 𝜃𝑖
over 𝑡 steps using a weighted average of this neighborhood:

𝜃
(𝑡+1)
𝑖

=
1∑

𝑗∈N𝑘 (𝑖 ) 𝑤 𝑗

∑︁
𝑗∈N𝑘 (𝑖 )

𝑤 𝑗𝜃
(𝑡 )
𝑗

The specific parameter𝜃𝑖 updated and theweight𝑤 𝑗 applied depend
on the type of sensitive content being anonymized.

C For face anonymization, preserving the fundamental 3D struc-
ture of the head is necessary to maintain scene coherence. Facial
identity characteristics are predominantly tied to high-frequency
visual details such as eyes, nose, and lips, which are naturally rep-
resented by Gaussians with smaller scales. Therefore, we restrict
the anonymization operator strictly to the appearance parameters
(the SH coefficients, 𝜃𝑖 = 𝑐𝑖 ) and use a scale-dependent weight
𝑤 𝑗 = 𝑓 (𝑠 𝑗 ). This approach ensures that larger, structural back-
ground splats appropriately guide the color blending by stripping
away identifying details while leaving the spatial geometry intact.

D For text anonymization, readable characters aremostly planar,
and preserving their local geometric structure can inadvertently
leave readable physical cues. We therefore expand the anonymiza-
tion to target both appearance and geometry (𝜃𝑖 = {𝑐𝑖 , 𝜇𝑖 }) using
a uniform, unweighted filter (𝑤 𝑗 = 1). This effectively dissolves
both the text’s coloring and its physical shape, collapsing distinct
character geometries into unreadable text.
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Figure 3: Overview of our two operational settings. Top: Post-
Training Privacy Preservation takes an already-trained 3D
Gaussian Splat alongwith a reference camera view and binary
mask, to produce an anonymized splatwithout accessing orig-
inal training images. Bottom: Privacy-by-Design integrates
our anonymization pipeline directly into the training itera-
tions along with loss masking to yield a anonymized splat.

3.3 Post-Training Privacy Preservation
Our framework can seamlessly modify an already optimized 3D
Gaussian Splat without requiring the original training data. The
inputs for this post-training setting are simply the existing 3D
Gaussian Splat, a single reference camera view capturing the sensi-
tive region and its corresponding 2D binary privacy mask.

Because this setting relies on a single user-provided view, we
utilize the single-view segmentation process A to identify the sen-
sitive Gaussians. Once isolated, the corresponding anonymization
operator is applied directly to the static representation: facial re-
gions undergo scale-weighted appearance blurring C , while text
regions receive uniform appearance and structural blurring D .
By altering the core representation, the sensitive information is
permanently erased across all novel views.

3.4 Privacy-by-Design
While post-training edits are effective, retrospectively modifying a
highly optimized scene may sometimes leave back traces of private
information, if sensitive Gaussians are deeply entangled with the
scene structure. Our Privacy-by-Design approach mitigates this by
integrating anonymization directly into the standard 3DGS training
pipeline, ensuring sensitive features are never encoded from the
input images.

Face Anonymization: For facial regions, interrupting the opti-
mization gradients mid-training degrades the underlying geometric

fidelity of the head, which is needed for view-dependent coherence.
Therefore, we apply anonymization only after the standard training
iterations (e.g., 30K) when the geometry of the faces has converged.
This involves multi-view segmentation B followed by applying the
scale-weighted facial anonymization operator C to the final splat.
This preserves the properly learned geometry while completely
removing high-frequency facial details.

Text Anonymization: Text geometries are highly sensitive to
even weak gradients, meaning sharp, readable artifacts can easily
form during training. To prevent this, we explicitly exclude text
regions from the photometric loss computation using masked non-
sensitive background regions:

L = (1 − 𝜆)L1 (𝐼 ⊙ 𝑀𝑣, 𝐼 ⊙ 𝑀𝑣) + 𝜆LD-SSIM (𝐼 ⊙ 𝑀𝑣, 𝐼 ⊙ 𝑀𝑣)

where 𝐼 and 𝐼 denote the ground-truth and rendered images, respec-
tively, and 𝑀𝑣 = 1 −𝑀𝑣 represents the inverted mask for view 𝑣 .
Furthermore, to suppress any accidental readable structures formed
by unsupervised floating geometry, we periodically interrupt the
training loop to apply themulti-view text segmentation B followed
by the uniform structural anonymization operator D . This contin-
uous intervention ensures readable text is never optimized.

4 RESULTS AND EXPERIMENTS
We evaluate our approach in both the post-training privacy preser-
vation and privacy-by-design settings. The former demonstrates
the ability to anonymize existing Gaussian Splats without requiring
access to the original training images, while the latter enables quan-
titative evaluation through the availability of ground-truth images.
We compare against standard 3D Gaussian Splatting and analyze
both qualitative and quantitative aspects of privacy preservation.

4.1 Experimental Setup
All experiments are conducted on a single NVIDIA RTX 3090 Ti
GPU with 24GB VRAM. Following the 3DGS [15] literature, ev-
ery eighth frame is reserved for evaluation while the remaining
frames are used for optimization. For all experiments, we use the
optimization strategies for faces and text as described in Section 3.
For detailed implementation details, refer to the supplement.

4.2 Datasets
4.2.1 PrinGS-Humans Dataset. Existing Gaussian Splatting bench-
marks contain no human subjects suitable for evaluating facial
privacy preservation. We therefore construct a synthetic bench-
mark in Blender comprising two indoor scenes containing 9 unique
human subjects [26, 27]. The dataset includes subjects with diverse
appearances, including varying skin tones, ages, genders, hairstyles,
facial hair making the benchmark representative of real-world hu-
mans. We will publicly release this dataset upon acceptance.

4.2.2 Text Privacy Dataset. For evaluating textual privacy, we se-
lect five scenes containing readable text from existing public bench-
marks. Specifically, we use the Truck, Barn, and M60 scenes from
Tanks and Temples [18] together with two scenes from the DL3DV-
10K benchmark [19] which we call Car and Piano. These scenes
contain diverse private text instances like number plates, house
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Reference View Novel View 1 Novel View 2 Novel View 3 Novel View 4

Figure 4: Qualitative results for post-training anonymization on scenes from our PrinGS-Humans dataset (rows 1-4) and
Tanks and Temples [18] (row 5). Starting from a single user-selected reference view (left), our method directly anonymizes
the underlying Gaussian representation without requiring access to the original training images. The remaining columns
show novel views rendered after representation-level anonymization. Sensitive facial and textual information is consistently
removed across arbitrary viewpoints, demonstrating that privacy preservation naturally propagates through the edited 3D
representation rather than being limited to the selected view. Notice the geometry of the faces being preserved across all novel
views, with the silhouette sharply defining face contours. (Best seen on screen).

numbers, and brand names with varying font sizes, colours, orien-
tations, and viewing distances, providing a challenging benchmark
for text anonymization.

4.3 Evaluation Protocol
4.3.1 Post-training Anonymization. The post-training setting as-
sumes that only a trained Gaussian Splat is available, without access
to the original calibrated training images. Given an arbitrary refer-
ence view rendered using the SIBR viewer [1], the user specifies the
sensitive region to be anonymized, which is segmented in 2D using
SAM3 [2]. Our method then localizes the corresponding Gaussians
in the learned representation and performs representation-level
anonymization as described in Section 3.3. Since the modification is

performed directly in the Gaussian representation, the anonymiza-
tion naturally propagates to all rendered viewpoints.

As the original training images are unavailable in this setting,
quantitative evaluation is infeasible. We therefore demonstrate
the effectiveness of our post-training framework through extensive
qualitative results across multiple scenes and viewpoints in Figure 4.

4.3.2 Privacy-by-Design. To enable quantitative evaluation, we
consider the privacy-by-design setting where sensitive regions
are anonymized during optimization. Given input images, sensi-
tive regions including faces, license plates, documents, and other
privacy-sensitive content, are segmented using SAM3 [2] with user-
provided text prompts. These masks are used by the optimization
pipeline to output a privacy-preserving Gaussian representation,
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Ground Truth 3DGS [15] PrinGS (Ours)

Figure 5: Qualitative comparison of privacy-by-design train-
ing on scenes from DL3DV-10K benchmark [19] (rows 1-3)
and our PrinGS-HumansDataset (rows 4-6). From left to right:
ground truth image, novel rendered images from 3DGS, and
our method PrinGS. While 3DGS reconstructs sensitive con-
tent, our approach prevents such information from being
encoded during training, effectively anonymizing the scene
while preserving the appearance of non-sensitive regions.

as described in Section 3.4. Since ground-truth images are available
in this setting, both qualitative and quantitative evaluation become
possible. We first describe the evaluation metrics below.

4.4 Evaluation Metrics
Conventional renderingmetrics such as PSNR, SSIM, and LPIPS [37]
primarily measure rendering fidelity and are not designed to quan-
tify privacy preservation. To address this, we employ three task-
specific metrics: Face Similarity Measure (FSM), Face Detection
Rate (FDR), and OCR Character Error Rate (CER).

4.4.1 Face Similarity Measure (FSM). To evaluate the anonymiza-
tion of facial recognition features, we use the industry-standard
InsightFace framework on the novel-view rendered images.

Table 1: Face Similarity Measure and Face Detection Rate
on our PrinGS-Humans benchmark. Lower FSM indicates
stronger anonymization, while higher FDR indicates that
facial geometry is preserved. 3DGS reconstructs facial iden-
tity, whereas our method substantially suppresses identity-
related features while keeping the faces detectable.

3DGS Ours

Scene FDR ↑ FSM ↓ FDR ↑ FSM ↓
House 91.67 78.68 36.11 6.55
Hospital 97.50 88.55 42.50 12.70

Overall 94.74 83.87 39.47 9.79

The evaluation pipeline utilizes an SCRFD-10GF [11] detector to
scan the entire rendered image and detect faces. Following detection,
we extract 512-dimensional embeddings via ArcFace [6] (ResNet-50)
CNN backbone. Face Similarity Measure (FSM) is then quantified
using Cosine Similarity between the embeddings of the ground-
truth and anonymized faces. A lower cosine similarity indicates
successful and robust anonymization.

4.4.2 Face Detection Rate (FDR). Since a ground-truth face with no
corresponding detection in the render is assigned a similarity of 0,
FSM alone rewards a method that destroys the face entirely rather
than anonymizing it. We therefore also report the Face Detection
Rate (FDR), the fraction of ground-truth faces across the evaluation
views that remain detectable by the SCRFD-10GF [11] detector in
the anonymized render.

4.4.3 OCR Character Error Rate (CER). To evaluate text readability,
we utilize the Google Cloud Vision API [10] as a robust Optical Char-
acter Recognition (OCR) tool. Following STRinGS [24], we quantify
text readability using recall-based Character Error Rate (CER), com-
puted via the Levenshtein edit distance between text extracted from
the ground-truth images and the anonymized renders. In the con-
text of privacy preservation, a higher CER demonstrates that the
underlying textual geometry has been successfully destroyed.

4.5 Privacy-by-Design Results
Figure 5 qualitatively compares the rendered images produced by
standard 3D Gaussian Splatting and our privacy-preserving frame-
work against the ground truth. Our approach effectively removes
sensitive facial and textual information while maintaining high
rendering quality for the remaining scene content.

Table 1 reports the Face Similarity Measure (FSM) and Face De-
tection Rate (FDR) on PrinGS-Humans. Because subjects appear
across a varying number of evaluation frames, per-subject FSM
and FDR values are computed and aggregated via weighted av-
erages to derive scene-level metrics. Standard 3DGS yields high
overall similarity at an FDR of 94.74%, indicating severe privacy
leakage, as the faces are both present and identifiable. In contrast,
our method drastically reduces embedding similarity to an overall
average of 9.79% while still retaining an FDR of 39.47%, meaning
the anonymized faces are detected as faces, yet the recognizer can
no longer match them to the correct identity. FDR is based on a
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Table 2: OCR Character Error Rate (OCR-CER) comparison.
Higher values indicate stronger anonymization, with a value
of 1.0 corresponding to complete failure of text recognition.
Our method consistently suppresses readable text across all
scenes, achieving themaximumOCR-CER, whereas standard
3DGS reconstructs text with substantially lower error.

OCR-CER ↑ Truck Barn M60 Piano Car

3DGS 0.500 0.028 0.207 0.149 0.158
Ours 1.00 1.00 1.00 1.00 1.00

face detector which takes both facial features and geometry into
account for inference, justifying the 39.47% FDR of retained ge-
ometry and lost facial features. Quantitative metrics comparing
PrinGS with baselines mentioned in Subsection 2.3 are presented in
the supplement. Our method is the only one that drops FSM while
maintaining a reasonable FDR.

Table 2 reports the CER across all text scenes. Our approach sub-
stantially increases OCR error rates compared to standard Gaussian
Splatting, indicating successful suppression of readable text. Specif-
ically, while standard 3DGS yields an average CER of 0.208 across
five evaluation scenes, our method achieves a perfect recall-based
CER of 1.00, completely disrupting text recognition.

In summary, our quantitative and qualitative evaluations confirm
that the proposed framework successfully masks sensitive facial
and textual information across arbitrary novel viewpoints.

4.6 Ablation Studies
4.6.1 Runtime Analysis. Finally, we report the runtime of our post-
training anonymization framework in Table 3 along with Number
of Sensitive Gaussians, Neighbourhood Size (𝑘) and Anonymization
Iterations (𝑡 ). Since our method directly operates on the learned
Gaussian representation without requiring retraining, anonymiza-
tion can be performed efficiently on existing splats, in less than 1
second, making the approach practical for real-world deployment.

4.6.2 Neighborhood size (𝑘) and Number of Anonymization Itera-
tions (𝑡 ). Our method updates each sensitive Gaussian using infor-
mation aggregated from its neighboring Gaussians. We evaluate

Table 3: Runtime analysis of post-training anonymization.
We report the total number of Gaussians in each scene, the
number of Gaussians identified for anonymization, Neigh-
bourhood Size (𝑘) and Anonymization Iterations (𝑡 ), and the
runtime of our post-training anonymization stage. Since, we
directly anonymize the reconstructed splat without retrain-
ing, we achieve this in less than 1 second.

Scene #G #SensitiveG 𝑘 𝑡 Time (s)

House (P1) 592K 1531 25 30 0.70
House (P2) 592K 1213 40 30 0.57
Hospital (P4) 538K 1334 40 30 0.62
Hospital (P2) 538K 1127 40 30 0.52
Truck 2052K 2551 100 1 0.24

Figure 6: Impact of neighborhood size (𝑘) and anonymization
iterations (𝑡 ) on FSM. Evaluation on the House dataset shows
that higher values of 𝑘 and 𝑡 yield lower FSM scores (stronger
privacy preservation), with gains eventually saturating.

different neighborhood sizes 𝑘 and report the resulting Face Simi-
larity Measure (FSM) while simultaneously studying the effect of
the number of anonymization iterations 𝑡 .

As illustrated in the heatmap in Figure 6 for the House dataset,
increasing both the neighborhood size 𝑘 and the optimization dura-
tion 𝑡 consistently yields better quantitative privacy results (lower
FSM scores). However, after a certain threshold, these quantitative
improvements gradually saturate. Beyond this convergence point,
further increases in 𝑘 and 𝑡 transition from being strictly necessary
for privacy gains to serving as a control for visual aesthetics, allow-
ing users to strike the right balance between local color retention
and a more uniform blending.

5 CONCLUSION
We presented a unified framework for privacy preservation in 3D
Gaussian Splatting through representation-level anonymization.
Unlike existing approaches that rely on modifying input images
prior to reconstruction, our method directly edits the learned Gauss-
ian representation, enabling privacy preservation even when the
original training images are unavailable. This post-training capa-
bility allows existing Gaussian Splats to be anonymized without
requiring retraining, while the same formulation naturally extends
to a privacy-by-design setting during Gaussian Splat optimization.
To facilitate systematic evaluation, we introduced benchmarks for
both facial and textual privacy and evaluated our approach using
task-specific metrics based on Face Re-Identification similarity and
OCR Character Error Rate, complemented by qualitative evaluation
of post-training anonymization. Experimental results demonstrate
that our method consistently removes sensitive information across
novel viewpoints while preserving the visual fidelity of the remain-
ing scene. As 3D scene representations become increasingly preva-
lent in applications such as robotics, digital twins, autonomous
systems, and immersive visualization, incorporating privacy into
their design will become increasingly important. We hope this
work serves as a step toward practical privacy-aware 3D repre-
sentations and motivates further research on privacy-preserving
methods, benchmarks, and evaluation protocols for emerging 3D
scene understanding and reconstruction systems.
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